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   Have Weak Integrity 
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Recap: Cookie Tossing

Cookie: session=bad

Attributes Flags

Expires Max-Age Domain Path SameSite Secure HttpOnly

SameSite does 
not matter here!

Path useful to 
prioritize cookies

https://example.com https://atk.example.com

Set-Cookie: session=bad; Secure; domain=example.com

Cookies do not follow the 
Same Origin Policy
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Recap: Cookie Eviction

https://example.com https://atk.example.com

Cookie: session=good
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Recap: Cookie Eviction

https://example.com https://atk.example.com

 Set-Cookie: x0=_
 …
 Set-Cookie: x199=_
 Set-Cookie: session=bad; domain=example.com

Cookie: session=good
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Recap: Cookie Eviction 

https://example.com

 Set-Cookie: x0=_
 …
 Set-Cookie: x199=_
 Set-Cookie: session=bad; domain=example.com

Cookie: session=bad

Cookie: session=good

https://atk.example.com
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Threat Models (Same-site & Network Attacker)

Dangling DNS Records

Discontinued 
Services
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Threat Models (Same-site & Network Attacker)

2021

cnn.com, nih.gov, cisco.com, 
f-secure.com, harvard.edu, 
lenovo.com, ...

1520 vulnerable 
subdomains

Dangling DNS Records

Expired 
Domains

Corporate 
Networks

Discontinued 
Services

Deprovisioned 
Cloud Instances

Roaming 
Services

Dynamic DNS 
Providers
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Threat Models (Same-site & Network Attacker)

2021

cnn.com, nih.gov, cisco.com, 
f-secure.com, harvard.edu, 
lenovo.com, ...

Dangling DNS Records

Discontinued 
Services

Expired 
Domains

Deprovisioned 
Cloud Instances

Corporate 
Netw

orks
Roam

ing 
Services

Dynam
ic DNS 

Providers90% of websites deploy 
partial HSTS
(no IncludeSubdomain)
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Cross-Origin Request Forgery (CORF)

Double-Submit Pattern (DSP)

if cookie(csrf)==POST(csrf-tok):
return True

return False

https://bank.com https://atk.bank.com

Cookie:s=x;csrf=y
– csrf-tok=y

POST /action 

Done!
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Cross-Origin Request Forgery (CORF)

Double-Submit Pattern (DSP)

if cookie(csrf)==POST(csrf-tok):
return True

return False

Wrong assumption: attacker can 
only manipulate the token, but 
not the cookie!

Trivially vulnerable against 
same-site attackers, just toss 
and submit!

https://bank.com https://atk.bank.com

Cookie:s=x;csrf=y
– csrf-tok=y

POST /action 

Done!

POST /action 

Cookie:s=x;csrf=z
– csrf-tok=z

Set-Cookie:csrf=z; domain=bank.com

1

2

POST via hidden form 
submission or JavaScript
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Synchronizer Token Pattern (STP)

Improves the vulnerable Double-Submit Pattern (DSP)

● Session      := <id, CSRF_secret>

● CSRF_token =  generate_token(CSRF_secret, params…)

● Verification (server-side)

CSRF_token == generate_token(CSRF_secret, params…)

● Overwrite the session cookie? Deauth the user, NO CORF, attacker sad :/

CSRF secret stored in the session 
(can be client or server-side)
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Synchronizer Token Pattern (Flask-login + Flask-WTF)

https://bank.com

GET /login

csrf_token=t0

Set-Cookie: session={csrf:s0, id:None}

1 Client-side sessions, cryptographically signed

s = <random value>

t = <exp_time,

HMAC(SECRET, exp_time, s)>

Verification:
  exp_time, h = t

  if h == HMAC(SECRET, exp_time, s):

    return True

  return False
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Synchronizer Token Pattern (Flask-login + Flask-WTF)

https://bank.com

GET /login

csrf_token=t0

Set-Cookie: session={csrf:s0, id:None}

POST /login

Hi Bob, csrf_token=t1

Set-Cookie: session={csrf:s0, id:bob}

  Cookie: session={csrf:s0, id:None}
  – user/password & csrf_token=t0

1

2

Client-side sessions, cryptographically signed

s = <random value>

t = <exp_time,

HMAC(SECRET, exp_time, s)>

Verification:
  exp_time, h = t

  if h == HMAC(SECRET, exp_time, s):

    return True

  return False
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Synchronizer Token Pattern (Flask-login + Flask-WTF)

https://bank.com

GET /login

csrf_token=t0

Set-Cookie: session={csrf:s0, id:None}

POST /login

Hi Bob, csrf_token=t1

Set-Cookie: session={csrf:s0, id:bob}

  Cookie: session={csrf:s0, id:None}
  – user/password & csrf_token=t0

POST /action

  Cookie: session={csrf:s0, id:bob}
  – csrf_token=t1

1

2

3

Client-side sessions, cryptographically signed

s = <random value>

t = <exp_time,

HMAC(SECRET, exp_time, s)>

Verification:
  exp_time, h = t

  if h == HMAC(SECRET, exp_time, s):

    return True

  return False
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Client-side sessions, cryptographically signed

s = <random value>

t = <exp_time,

HMAC(SECRET, exp_time, s)>

Verification:
  exp_time, h = t

  if h == HMAC(SECRET, exp_time, s):

    return True

  return False

Synchronizer Token Pattern (Flask-login + Flask-WTF)

https://bank.com

GET /login

csrf_token=t0

Set-Cookie: session={csrf:s0, id:None}

POST /login

Hi Bob, csrf_token=t1

Set-Cookie: session={csrf:s0, id:bob}

  Cookie: session={csrf:s0, id:None}
  – user/password & csrf_token=t0

POST /action

  Cookie: session={csrf:s0, id:bob}
  – csrf_token=t1

1

2

3
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CORF Token Fixation (Flask-login + Flask-WTF)

https://atk.bank.comhttps://bank.com

GET /login

csrf_token=t0

Set-Cookie: session={csrf:s, id:None}

Set-Cookie: session={csrf=s, id:None}; domain=bank.com

GET /login

csrf_token=t1

Set-Cookie: session={csrf:s, id:None}

Equivalent to an
unauthenticated session fixation

Cookie: session={csrf:s, id:None}

1

2

3
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CORF Token Fixation (Flask-login + Flask-WTF)

https://atk.bank.comhttps://bank.com

POST /login

Welcome Bob!

Set-Cookie: session={csrf:s, id:bob}

 Cookie: session={csrf:s, id:None}
 – user/password & csrf_token=t1

4

Bob authenticates
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CORF Token Fixation (Flask-login + Flask-WTF)

https://atk.bank.comhttps://bank.com

5

POST /action

 Cookie: session={csrf:s, id:bob}
 – csrf_token=t0

Bob authenticates

The CSRF secret s is not 
refreshed during login!
The CSRF token t0 known by the 
attacker is valid for Bob’s session!

4
POST /login

Welcome Bob!

Set-Cookie: session={csrf:s, id:bob}

 Cookie: session={csrf:s, id:None}
 – user/password & csrf_token=t1
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CORF Token Fixation

● Bypasses faulty implementations of the Synchronizer Token Pattern

● Caused by the CSRF secret in the session not being renewed upon login

● The attacker does not need to know the CSRF secret, but only an

unauthenticated session id and a valid CSRF token for that session

● Works against server-side and client-side session handling implementations

● User already logged-in? No problem, force a deauth and toss the attacker’s 

pre-session, either via eviction or request to /logout endpoint
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CORF Token Fixation (CodeIgniter4)

https://bank.com

GET /login

csrf_token=t0

Set-Cookie: session=sess0

1 __ci_last_regenerate|i:1690849755;
csrf_test_name|s:32:"47be9758fe558
98f1958bd201764a0be";

CSRF secret s0
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CORF Token Fixation (CodeIgniter4)

https://bank.com

GET /login

csrf_token=t0

Set-Cookie: session=sess0

POST /login

Welcome Bob!

Set-Cookie: session=sess1

 Cookie: session=sess0
 – user/password & csrf_token=t0

2 __ci_last_regenerate|i:1690849755;
csrf_test_name|s:32:"1f5b0c83a29e9
f9725d219e53a6d2be1";user|a:1:{s:2
:"id";s:1:"1";}

1

CSRF secret s1
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CORF Token Fixation (CodeIgniter4)

https://bank.com

__ci_last_regenerate|i:1690849755;
csrf_test_name|s:32:"1f5b0c83a29e9
f9725d219e53a6d2be1";user|a:1:{s:2
:"id";s:1:"1";}

__ci_last_regenerate|i:1690849755;
csrf_test_name|s:32:"1f5b0c83a29e9
f9725d219e53a6d2be1";

2

1

CSRF secret s1

CSRF secret s1

GET /login

csrf_token=t0

Set-Cookie: session=sess0

POST /login

Welcome Bob!

Set-Cookie: session=sess1

 Cookie: session=sess0
 – user/password & csrf_token=t0
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CORF Token Fixation (CodeIgniter4)

https://atk.bank.comhttps://bank.com

Bob authenticates with sess0, obtains sess1
1

Pre-Login Session Fixation with session=sess0

2 sess0 updated with the CSRF secret of sess1
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CORF Token Fixation (CodeIgniter4)

https://atk.bank.comhttps://bank.com

4

POST /action

 Cookie: session=sess1
 – csrf_token=t2

3

1

GET /login

csrf_token=t2

Set-Cookie: session=sess0

Cookie: session=sess0

2 sess0 updated with the CSRF secret of sess1
Bob authenticates with sess0, obtains sess1

Pre-Login Session Fixation with session=sess0
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Framework
(9/13 vulnerable)

Broken 
STP

Default
DSP

Session
Fixation

Express (passport + csurf) ⬤ ⬤

Koa (koa-passport + csrf) ⬤

Fastify (fastify/passport +
             csrf-protection)

⬤ ⬤ ⬤

Sails* (csurf) ⬤ ⬤

Flask (flask-login+flask-wtf) ⬤

Tornado ⬤

Symfony (security-bundle) ⬤

CodeIgniter4 (shield) ⬤ ⬤

Yii2 ⬤

Web Frameworks Analysis

CVE-2022-25896

CVE-2023-29019CVE-2023-29020 CVE-2023-27495

CVE-2022-24895
CVE-2022-35943

*affects the bootstrap template app
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Are           Getting Better?
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Methodology

rfc6265bis

1

2

3

Manual review of 
the cookie standard

Browser testing suite for tossing 
& eviction: check discrepancies 

Simple differential fuzzing to 
test server implementations
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Strict Secure &          Prefixes (__Host-)

block setting cookie without 
the Secure flag if the cookie 
jar contains Secure cookie 
with the same name



#BHUSA @BlackHatEventsM. Squarcina, P. Adão // Cookie Crumbles: Unveiling Web Session Integrity Vulnerabilities

Strict Secure &          Prefixes (__Host-)

block setting cookie without 
the Secure flag if the cookie 
jar contains Secure cookie 
with the same name

High-integrity cookies, 
cannot be set from a 
sibling domain!
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Valid? Or Invalid?

Set-Cookie:

foo=

=foo

=foo=

==foo

foo

        Trivia

If valid, think of the corresponding Cookie: header…
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Set-Cookie:

foo=

=foo

=foo=

==foo

foo

        Trivia

Valid? Or Invalid?
If valid, think of the corresponding Cookie: header…
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Set-Cookie:

foo=

=foo

=foo=

==foo

foo

        Trivia

Valid? Or Invalid?
If valid, think of the corresponding Cookie: header…
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Set-Cookie:

foo=

=foo

=foo=

==foo

foo

        Trivia

Valid? Or Invalid?
If valid, think of the corresponding Cookie: header…
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Valid? Or Invalid?

Set-Cookie:

foo=

=foo

=foo=

==foo

foo

        Trivia

If valid, think of the corresponding Cookie: header…
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Set-Cookie: Cookie: Key Value Server <key, value>

foo= foo= foo        <foo,     >

=foo

=foo=

==foo

foo

        Trivia

Werkzeug <2.2.3
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Set-Cookie: Cookie: Key Value Server <key, value>

foo= foo= foo        <foo,     >

=foo foo foo

=foo= foo= foo=

==foo =foo =foo

foo foo foo

        Trivia

Werkzeug <2.2.3
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Set-Cookie: Cookie: Key Value Server <key, value>

foo= foo= foo        <foo,     >

=foo foo foo        <foo,     >

=foo= foo= foo=        <foo,     >

==foo =foo =foo <foo,     >

foo foo foo        <foo,     >

        Trivia

Werkzeug <2.2.3

CVE-2023-23934
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Set-Cookie: Cookie: Key Value Server <key, value>

foo= foo= foo        <foo,     >

=foo foo foo        <foo,     >

=foo= foo= foo=        <foo,     >

==foo =foo =foo <foo,     >

foo foo foo        <foo,     >

        Trivia

Werkzeug <2.2.3

CVE-2023-23934
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https://bank.com

http://atk.bank.com

Set-Cookie: __Host-sess=good;
  Secure; Path=/

Bypassing __Host- 
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https://bank.com

http://atk.bank.com

Set-Cookie: =__Host-sess=bad; Path=/app;
    domain=bank.com

Set-Cookie: __Host-sess=good;
  Secure; Path=/

Bypassing __Host- 
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https://bank.com

http://atk.bank.com

Set-Cookie: __Host-sess=good;
  Secure; Path=/

Set-Cookie: =__Host-sess=bad; Path=/app;
    domain=bank.com

Cookie: __Host-sess=bad;
        __Host-sess=good;

Bypassing __Host- 
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Bypassing __Host- 

https://bank.com

Set-Cookie: __Host-sess=good;
  Secure; Path=/

http://atk.bank.com

Set-Cookie: =__Host-sess=bad; Path=/app;
    domain=bank.com

Cookie: __Host-sess=bad;
        __Host-sess=good;

Fixed in browsers and rfc6265bis by 
blocking nameless cookies with value 
starting for __Host- or __Secure-

* Reported almost simultaneously with Axel Chong, our 
issues were merged to jointly discuss mitigations and 
additional security implications. See also 
https://github.com/httpwg/http-extensions/issues/2229

CVE-2022-2860* CVE-2022-40958*

https://github.com/httpwg/http-extensions/issues/2229
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Fixed in browsers and rfc6265bis by 
blocking nameless cookies with value 
starting for __Host- or __Secure-

* Reported almost simultaneously with Axel Chong, our 
issues were merged to jointly discuss mitigations and 
additional security implications. See also 
https://github.com/httpwg/http-extensions/issues/2229

CVE-2022-2860* CVE-2022-40958*

●● Serialization collisions could still be 
used to bypass __Host- against chains 
of        parsers

● Fixed in AWS Lambda proxy integration 
for HTTP APIs after our report

Bypassing __Host-          (after the fix)

https://github.com/httpwg/http-extensions/issues/2229
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Bypassing Strict Secure

https://bank.com

Set-Cookie: session=good; Secure

http://atk.bank.com

Set-Cookie: =session=bad; Path=/app;
      domain=bank.com

Cookie: session=bad; session=good;

Set-Cookie: =session=bad
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● Popular programming languages / Web frameworks diverge from the spec
● Client / server inconsistencies. Security implications?

PHP <8.1.11

Cookie: __Host-sess=bad
Cookie: _ Host-sess=bad
Cookie: ..Host-sess=bad

CVE-2022-31629
register_globals heritage:
‘ ’ . [ are replaced by _ in the 
$_COOKIE superglobal array

Parsed as the 
same cookie

Bypassing __Host-         (with the help of the server)
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        Desynchronization Issues

https://bank.com set a secure
Set-Cookie: sess=good; Secure

http://bank.com sets a non-secure        vja JS
document.cookie = ‘sess=bad’

EXPECTATION

REALITY

sess=bad is not set (Strict Secure        )

1

2
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        Desynchronization Issues

https://bank.com set a secure
Set-Cookie: sess=good; Secure

http://bank.com sets a non-secure        vja JS
document.cookie = ‘sess=bad’

EXPECTATION

REALITY

sess=bad is not set (Strict Secure        )

Cookie not set, but document.cookie at http://bank.com
returns sess=bad

1

2

CVE-2023-29547

Fixed in Firefox 112

Caused by restrictions 
imposed by the FF 
implementation of Site 
Isolation (Project Fission)



#BHUSA @BlackHatEventsM. Squarcina, P. Adão // Cookie Crumbles: Unveiling Web Session Integrity Vulnerabilities

        Desynchronization Issues

https://atk.bank.com

Delete        via Set-Cookie (exp. date), Clear-Site-Data header, or manually

The first 240         are still in Document.cookie in the original and opened window 
(survives reloads and schemeful navigations) 

1

2

3

Fixed in Firefox 115
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        Desynchronization Issues

https://atk.bank.com

Delete        via Set-Cookie (exp. date), Clear-Site-Data header, or manually

The first 240         are still in Document.cookie in the original and opened window 
(survives reloads and schemeful navigations) 

1

2

3

Fixed in Firefox 115

Could introduce vulnerabilities in frontends 
trusting document.cookie to set custom 
HTTP headers like ASP.NET and Angular
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… and that's the way the cookie crumbles!
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Takeaways

● Battle-tested Web frameworks and libraries had 
concerning session integrity vulnerabilities. 
Causes & consequences?

● Legacy design is still cursing standards and 
modern applications: can we move on without 
breaking the Web?

● Developers are falling behind in keeping track of 
changes to Web standards.

Composition issues or lack of 
understanding of the threat 
models? Apps in the wild?

Backward compatibility issues? 
How to make deployment easier 
without trading on security?

Lack of cohesiveness between 
browser vendors, developers, 
and authors of Web standards?
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Paper & Artifacts 
https://github.com/SecPriv/cookiecrumbles

+ Details on the Web framework vulnerabilities (including PoCs)
+ Outcome of the responsible disclosure
+ Cookie measurement (nameless and __Host-), dataset & code
+ Formal modeling of (patched) Web frameworks
+ Browser test suite & server-side testing code

https://github.com/SecPriv/cookiecrumbles
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Thank You! Questions?
Marco Squarcina (TU Wien)
       @blueminimal
       https://infosec.exchange/@minimalblue
       marco.squarcina@tuwien.ac.at

Pedro Adão (IST, Universidade de Lisboa)
       @pedromigueladao
       https://infosec.exchange/@pedroadao
       pedro.adao@tecnico.ulisboa.pt
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