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8.6. MWeak Integrity

Cookies do not provide integrity guarantees for sibling domains (and
their subdomains). For example, consider foo.site.example and
bar.site.example. The foo.site.example server can set a cookie with a
Domain attribute of "site.example" (possibly overwriting an existing
"site.example" cookie set by bar.site.example), and the user agent
will include that cookie in HTTP requests to bar.site.example. In the
worst case, bar.site.example will be unable to distinguish this
cookie from a cookie it set itself. The foo.site.example server might
be able to leverage this ability to mount an attack against

bar.site.example. [...]
An active network attacker can also inject cookies into the Cookie RFC 6265bis
header field sent to https://site.example/ by impersonating a

response from http://site.example/ and injecting a Set-Cookie header
field. The HTTPS server at site.example will be unable to distinguish
these cookies from cookies that it set itself in an HTTPS response.
An active network attacker might be able to leverage this ability to
mount an attack against site.example even if site.example uses HTTPS
exclusively. [...]

Finally, an attacker might be able to force the user agent to delete
cookies by storing a large number of cookies. Once the user agent
reaches its storage limit, the user agent will be forced to evict
some cookies. Servers SHOULD NOT rely upon user agents retaining
cookies.

Typical attacks: Session Fixation, Login CSRF, CSRF, application specific vulns, ...
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browsers (such as Chrome, Firefox, and Safari). Our
successful attacks have included privacy violation, on-
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Typical attacks: Session Fixation, Login CSRF, CSRF, application specific vulns, ...
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Recap: Cookie Tossing (Same-Site & Network Attackers)

@ https://example.com https://atk.example.com

Set-Cookie: session=bad;| domain=example.com

>
Cookie: session=bad Cookies do not follow the

Same Origin Policy

@ Attributes Flags
0o .

o . ! ! . :
| Expires | Max-Age Path ' SameSite | Secure ! HttpOnly

Path useful to
prioritize cookies
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Cross-0rigin Request Forgery (CORF) Protections

e SameSite attribute does not apply in same-site context — Token-based defenses!
e Double-Submit Pattern (DSP) is broken!

POST /action . 0
Cookie: session=SGkgVVNFTklYIQ==; CSPF=E

- csrf_tok=ﬂ
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Cross-0rigin Request Forgery (CORF) Protections

e SamesSite attribute does not apply in same-site context — Token-based defenses!
e Double-Submit Pattern (DSP) is broken!

POST /action . °
Cookie: session=SGkgVVNFTklYIQ==; csrf=x

- csrf_tok=ﬂ

POST /action " Validation

Cookie: session={csrf_secret:WialeR7, id:Marco} csrf_tok == fun(csrf_secret, args)

- csrf_tok=\ALH1e"

e Synchronizer Token Pattern (STP)
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Cross-0rigin Request Forgery (CORF) Protections

e SamesSite attribute does not apply in same-site context — Token-based defenses!
e Double-Submit Pattern (DSP) is broken!

POST /action . °
Cookie: session=SGkgVVNFTklYIQ==; csrf=x

- csrf_tok=ﬂ

e Synchronizer Token Pattern (STP)

POST /action gl Validation
Cookie: session=ﬂcsrf_secret: Z%8N7| id:Marco} csrf_tok == fun(csrf_secret, args]
- csrf_tok=
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CORF Token Fixation (Flask-login + Flask-WTF)

@ https://bank.com https://atk.bank.com
Attacker obtains CSRF token t@ and sess@ GET /login
0 sess@ = {csrf:s, id:None}
o - Pre-Login Session Fixation with session=sess@
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CORF Token Fixation (Flask-login + Flask-WTF)

web development,
r

A\ 3N
‘% S W = one drop at a time

@ https://bank.com https://atk.bank.com

Attacker obtains CSRF token t© and sess@ - GET /login
sess@ = {csrf:s, id:None}

Pre-Login Session Fixation with session=sess@

User authenticates with sess®, obtains sess1

sessl = {csrf:s, id:bob}

POST /action . :
. ; 5 > Q CSRF token t@ is valid!
Cookie: session={csrf:s, id:bob}

- csrf_token=to

o -
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Homepage

& www.passportjs.org/

Web Frameworks Analysis

®Fund this package

+ Weekly Downloads

Framework Broken Default Session 5 64705 AN e
(9713 vulnerable) STP DSP Fixation

Version License
. CVE'2022'25895 0.6.0 MIT

Express (passport + csurf)
Koa (koa-passport + csrf)

®
®
Y ettt ® e e
®
o

Sails* (csurf)
Flask (flask-login+flask-wtf)
Tornado o

Symfony (security-bundle) o CVE-2022-24895
Codelgniter4 (shield) [ o CVE-2022-35943
Yii2 o

*affects the bootstrap template app
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~ Getting Better?
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Methodology

Browser testing suite for tossing
& eviction: check discrepancies

~~ =

rfc6265bis

V\_/

ojo

Manual review of

H 1 [ ] - .
the cookie standard Simple differential fuzzing to
test server implementations
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Strict Secure & (: Prefixes (__Host-]

HTTP Working Group M. West

Internet-Draft Google, Inc . . .
Updates: 6265 (if approved) September 5, 2016 block setting cookie without
the Secure flag if the cookie

Intended status: Standards Track
Expires: March 9, 2017

jar contains Secure cookie

Deprecate modification of 'secure' cookies from non-secure origins with the same name
draft-ietf-httpbis-cookie-alone-01

HTTP Working Group M. West
Internet-Draft Google, Inc
Updates: 6265 (if approved) February 23, 2016

Intended status: Standards Track
Expires: August 26, 2016

Cookie Prefixes
draft-ietf-httpbis-cookie-prefixes-00
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Strict Secure & (&

.
.

Prefixes [ Host-)

HTTP Working Group M. West

Internet-Draft Google, Inc . . .
Updates: 6265 (if approved) September 5, 2016 block setting cookie without
the Secure flag if the cookie

Intended status: Standards Track
Expires: March 9, 2017

jar contains Secure cookie

Deprecate modification of 'secure' cookies from non-secure origins with the same name
draft-ietf-httpbis-cookie-alone-01

> document.cookie = ' Host-sess=bar; Path=/; Secure; Domain=example.com'
HTTP Working Group , " . . . - ,
IhterHat-DEafE ¢ ' Host-sess=bar; Path=/; Secure; Domain=example.com

Updates: 6265 (if approved) s document.cookie
Intended status: Standards &,
Explrec: AUgust 2oy 2edh High-integrity cookies,
cannot be set from a
Cookie Prefixes sibling domain!
draft-ietf-httpbis-cookie-prefixes-00
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Browser Vs Server

T

( \ Werkzeug <2.2.3
Set-Cookie: Cookie: Server <key, value>
foo= foo= <foo, >
=fo00
=foo=
==f00
foo
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Browser Vs Server

\___“

[ N\ Werkeug <2.2.3
Set-Cookie: Cookie:
foo=
=fo00 foo foo
=foo= foo=
==fo00 =f00 =fo00
foo foo foo

M. Squarcina // Cookie Crumbles: Breaking and Fixing Web Session Integrity



CVE-2023-23934
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Browser Vs Server

T

s N\ Werkzeug <2.2.3

Set-Cookie: Cookie: Server <key, value>

<foo,

<foo,

<foo,

<foo,

<foo,
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Browser Vs Server

foo

='F01

='F01

CVE-2023-23934

[RFC6265bis] Accept nameless cookies. (#1018) Browse files

A

This patch alters the cookie parsing algorithm to treat —\ Werkzeug <2213
"Set-Cookie: token  as creating a cookie with an empty name and a value
of "token". It also rejects cookies with neither names nor values (e.g.
"Set-Cookie:  and "Set-Cookie: =".

Server <key, value>

Closes #159. <‘FOO, >

¥ main (#1018) <'FOO,

© draft-ietf-httpbis-unprompted-auth-02 ... b63e4ff
<foo,

committed on Jan 10, 2020

<foo,

1 parent c43cdae commit 0178223

(RO (R <FOO,
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Real World Implications

Value of a nameless cookie

e Bypass __ Host- cookies ® ost-sess=bad
: Fixed in
. I . rfc6265bis and
<« Set-Cookie: =L_Host—sess=bad} domain=bank.com browsers

—> Cookie: _ Host-sess=bad

* Reported almost simultaneously with Axel Chong, our issues were merged to jointly discuss mitigations and additional security implications. See also
https://github.com/httpwg/http-extensions/issues/2229
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Real World Implications

Value of a nameless cookie
? __Host-sess=bad
1 Fixed in

<— Set-Cookie: o Host-sess=bad} domain=bank.com
—> Cookie: _ Host-sess=bad

e Bypass _Host- cookies

rfc6265bis and
browsers

e Bypass Strict Secure cookies

Set-Cookie: sess=good; Secure : https://bank.com
Set-Cookie: =Sess=bad Path=/app/ i http://bank.com
Cookie: sess=bad; sess=good : https://bank.com/app/

}

* Reported almost simultaneously with Axel Chong, our issues were merged to jointly discuss mitigations and additional security implications. See also
https://github.com/httpwg/http-extensions/issues/2229
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ARTIFACT ARTIFACT ARTIFACT
EVALUATED EVALUATED EVALUATED
Ghens. | | greene | | gpsen,

AVAILABLE

REPRODUCED

e 12 CVEs, 27 vulnerability reports

e More browser issues, client-server
discrepancies, server parsing
vulnerabilities

e Cookie measurement for prefixes and
nameless cookies

e Formal modeling of (patched) Web
frameworks using ProVerif

Artifact
https://github.com/SecPriv/coockiecrumbles
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Abstract

Cookies have a long history of vulnerabilities targeting
their confidentiality and integrity. To address these issues,
new mechanisms have been proposed and implemented in
browsers and server-side applications. Notably, improvements
to the Secure attribute and cookie prefixes aim to strengthen
cookie integrity against network and same-site attackers,
whereas SameSite cookies have been touted as the solution
to CSRE. On the server, token-based protections are consid-
ered an effective defense for CSRF in the synchronizer token
pattern variant. In this paper, we question the effectiveness of
these protections and study the real-world security implica-
tions of cookie integrity issues, showing how security mecha-
nisms previously considered robust can be bypassed, exposing
Web applications to session integrity attacks such as session
fixation and cross-origin request forgery (CORF). These flaws
are not only implementation-specific bugs but are also caused
by compositionality issues of security mechanisms or vul-
nerabilities in the standard. Our research contributed to 12
CVEs, 27 vulnerability disclosures, and updates to the cookie
standard. It comprises (i) a thorough cross-browser evaluation
of cookie integrity issues, that results in new attacks originat-
ing from implementation or specification inconsistencies, and
(ii) a security analysis of the top 13 Web frameworks, expos-
ing session integrity vulnerabilities in 9 of them. We discuss
our responsible disclosure and propose practical mitigations.
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a session cookie (e.g., via cross-site scripting) and use it to
obtain unauthorized access to a website [74]. Session fixation
attacks involve compromising cookie integrity to force an
attacker-controlled cookie in the victim’s browser, and then
impersonate the victim on the target website [63]. Cross-site
request forgery (CSRF) attacks, instead, are a typical session
integrity violation problem where the attacker issues cross-
site requests from the victim’s browser to execute unwanted
actions on a website in which the victim is authenticated [42].

In response to these attacks, new mechanisms have been
proposed on both the client and the server side. On the client
side, mujor browsers now supnart the undated cankie ctandard
RFC6265bis [52] which inc
compared to the original R
example is the SameSite al
as a robust solution agains
changes focused on strengt
same-site and network attac
Secure flag and the introdu
cookie name prefixes [71]. C
tections against CSRF attac
token shared between brow
proach has been widely adog
and considered an effective ¢
pattern variant [64,73].

In this paper, we question
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.. and that's the way the cookie crumbles!
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